
WARRANTS TO SEARCH COMPUTERS:  TAB #5

This problem is designed to examine the elements needed for warrants to search for and seize
such evidence.

Please review the attached warrant and application, playing particular attention to the following:

#1.  Find text at box #1.

Is it sufficient to list only “Computer-stored data, Computer Equipment, and associated
materials” to describe the things to be seized or does the warrant have to also list the items
listed in paragraphs a. – d. ?

Assuming that the police are merely looking for data, why would the police legitimately
want to seize the items listed in paragraph b.?

Under paragraph c., why do the police have to seize these items?

#2.  Find highlighted text at box #2.

Under paragraph d., why do the police legitimately want to seize these items?  Should such
seizures be allowed routinely?

#3.  Find highlighted text at box #3.

Is this broad seizure justified?

Is it necessary to specify in the warrant that the items will be examined off-site?

#4.  Find highlighted text at box #4.

Pages 4-6 contain a lot of general information about computers.  Is such information needed? 
Does it justify the broad seizures requested?

What other aspects of this warrant and application do you think need to be examined?



SEARCH WARRANT

State Of ___________
To any lawful officer of ____________

Upon reviewing the application and the accompanying affidavit of

____________________________________________________________________________,
(insert name and organization of the applicant/affiant)

which are made part of this Warrant and herein incorporated by reference, and having heard and
considered evidence in support of the warrant from the affiant named therein, I find there is probable
cause to believe that certain property subject to seizure under the laws of this State are located at:

_____________________________________________________________________________,
(insert description and location of the place or person to be searched.  

A photograph also may be inserted in this section)

including all approaches and appurtenances thereto and surrounding curtilage thereon.

That said things are particularly described as follows:

Computer-stored data, Computer Equipment, and associated materials,
including the following:

a. Any and all information and/or data stored in the form of magnetic or electronic
coding on computer media or on media capable of being read by a computer or with
the aid of computer related equipment.  This media includes networks, servers, back-
up tapes and diskettes, hard drives, floppy diskettes, fixed hard disks, removable hard
disk cartridges, tapes, laser disks, video cassettes and other media that are capable of
storing magnetic coding.

b. Any and all electronic devices (hardware) that are capable of analyzing,
creating, displaying, converting or transmitting electronic or magnetic computer
impulses or data.  These devices include computers, computer components, computer
peripherals, word processing equipment, modems, monitors, printers, plotters,
encryption circuit boards, optical scanners, external hard drives and other computer
related devices.

c. Any and all instruction or programs (software) stored in the form of
electronic or magnetic media that are capable of being interpreted by a
computer or related components.  The items to be seized include operating
systems, application software, utility programs, compilers, interpreters,and
other programs or software used to communicate with computer hardware
peripherals whether directly or indirectly via telephone lines, radio, or other means of
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transmission.

d. Documents and other property related to computers and their operation,
including manuals, and any devices to access computers, such as passwords and keys.

e. __________________________________________________________________
_______________  (insert description of the items to be seized)

THEREFORE, YOU ARE COMMANDED WITH THE NECESSARY AND PROPER
ASSISTANTS TO SEARCH THE ABOVE-DESCRIBED PLACE OR PERSON FOR THE
PROPERTY SPECIFIED.  YOU ARE FURTHER COMMANDED TO SEIZE THE ABOVE
DESCRIBED PROPERTY IF FOUND.  YOU ARE AUTHORIZED TO REMOVE THE
ITEMS SEIZED FROM THE PREMISES AND CONDUCT AN OFF-SITE
EXAMINATION OF ALL ITEMS SEIZED, INCLUDING THE CONTENTS OF ALL
STORAGE MEDIA.

This Warrant may be served at any time of the day or night.  After this Warrant is served,

this Warrant shall be returned to this Court, along with a written inventory of the property seized.

WITNESS MY HAND, THIS THE _______  DAY OF ____________, 201_.

_____________________________ __________________________
Signature Official Title
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STATE OF ___________

APPLICATION AND AFFIDAVIT FOR SEARCH WARRANT

To any lawful officer of ______________________

Whereas, ______________________(affiant officer’s name), known to me to be a credible

person, has this day made complaint on oath before me as follows:

1. That affiant has good reason to believe and does believe that certain things described herein

are now being concealed in or about the following place in this County:

_____________________________________________________________________________,
(insert description and location of the place or person to be searched.  

A photograph also may be inserted in this section)

together with all approaches and appurtenances thereto and surrounding curtilage thereon.

2. That said things are particularly described as follows:

Computer-stored data, Computer Equipment, and associated materials, including the
following:

a. Any and all information and/or data stored in the form of magnetic or electronic
coding on computer media or on media capable of being read by a computer or with the
aid of computer related equipment.  This media includes networks, servers, back-up
tapes and diskettes, hard drives, floppy diskettes, fixed hard disks, removable hard disk
cartridges, tapes, laser disks, video cassettes and other media that are capable of storing
magnetic coding.

b. Any and all electronic devices (hardware) that are capable of analyzing, creating,
displaying, converting or transmitting electronic or magnetic computer impulses or
data.  These devices include computers, computer components, computer peripherals,
word processing equipment, modems, monitors, printers, plotters, encryption circuit
boards, optical scanners, external hard drives and other computer related devices.

c. Any and all instruction or programs (software) stored in the form of electronic
or magnetic media that are capable of being interpreted by a computer or related
components.  The items to be seized include operating systems, application software,
utility programs, compilers, interpreters, and other programs or software used to
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communicate with computer hardware peripherals whether directly or indirectly via
telephone lines, radio, or other means of transmission.

d. Documents and other property related to computers and their operation,
including manuals, and any devices to access computers, such as passwords and keys.

e. __________________________________________________________________
_______________  (insert description of the items to be seized)

3. The facts establishing the grounds for issuance of a Search Warrant are as follows:

part I: TRAINING, EDUCATION AND EXPERIENCE

I have been a law enforcement officer for _____ years.  I am employed as a
law enforcement officer by the ___________________________ (insert organization

and assignment) and have been so employed for ______ years.  My law enforcement
training and experience include the preparation, presentation, and service of criminal
complaints, arrest, and search warrants, including  __________  (insert number of search warrants

obtained and number executed).  In addition ___________________________________ (insert

specific training and experience relating to the particular crime that is the subject of this application).

part II.  UNDERLYING FACTS AND CIRCUMSTANCES.

A.  _____________________________  (List all facts tending to establish probable cause for the search warrant

to be issued in this particular case.)

B.  General information about computer related searches and seizures

The Role of the Computer  – in general

Computer hardware, software, and electronic files may be important to a criminal
investigation in two distinct ways: (1) the objects themselves may be contraband, evidence,
instrumentalities, or fruits of crime, and/or (2) the objects may be used as storage devices that
contain contraband, evidence, instrumentalities, or fruits of crime in the form of electronic
data.  In the instant case, the warrant application requests permission to search the described
items because the affiant believes that the computer was involved in the crime as detailed
above.

Seizing Computer Equipment and Storage Devices & Conducting Subsequent Offsite
Search

Based upon your affiant’s knowledge, training, and experience, your affiant knows that
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searching and seizing information from computers often requires agents to seize most or all
electronic storage devices (along with related peripherals) to be searched later by a qualified
computer expert in a laboratory or other controlled environment.  This is true because of the
following:

1. Volume and Location of Evidence

Computer storage devices (such as hard disks, diskettes, etc.) can store millions of pages of
data.  A suspect may try to conceal criminal evidence, including storing it in random order
with deceptive file names.  This may require searching authorities to examine all the stored
data to determine which particular files are evidence or instrumentalities of crime.  This
sorting process can take weeks, depending on the volume of data stored, and it is impractical,
if not impossible, to attempt this kind of data search onsite.  The alternative to extracting the
items for analysis in a laboratory setting would be for law enforcement to occupy the
premises for days, weeks, or months while the search and analysis proceeds.  This alternative
is far more invasive than an offsite search.

2. Technical Requirements 

Searching computer systems for criminal evidence is a highly technical process requiring
expert skill and a properly controlled environment.  The vast array of computer hardware and
software available requires even computer experts to specialize in some systems and
applications, so it is difficult to know before a search which expert is qualified to analyze the
system and its data.  Also, data search protocols are exacting scientific procedures designed
to protect the integrity of the evidence and to recover even "hidden," erased, compressed,
password-protected, or encrypted files. Because computer evidence is vulnerable to
inadvertent or intentional modification or destruction (both from external sources or from
destructive code imbedded in the system as a "booby trap"), a controlled environment may
be necessary to complete an accurate analysis.  Further, such searches often require the
seizure of most or all of a computer system’s input/output peripheral devices, related
software, documentation, and data security devices (including passwords) so that a qualified
computer expert can accurately retrieve the system’s data in a laboratory or other controlled
environment.  Proper examination of the items to be seized requires seizure of the entire
computer system(s) and data.

Documents and Other Materials Related to Computer Operation

Affiant requests permission to seize any and all documents and other property related to
computers and their operation, including manuals, and any devices to access computers, such
as passwords and keys.  This request is made because such materials contain information on
how to run the computer and software programs and how to access data contained in storage
devices and is needed to properly operate the system and to accurately obtain and copy the
records and files authorized to be seized.  This documentation may also assist in establishing
the ownership and/or the operator of the computer system(s) being seized.  Computer users
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sometimes employ passwords to protect their data files and records and a computer user will
often write the password(s) in their system manuals, notebooks, on post-it notes, etc., and it
is therefore necessary to seize all written material that is in close proximity of the computer
system(s) being seized.

Use of Comprehensive Data Analysis Techniques by Experts

Searching a computer system for evidence may require a range of data analysis techniques. 
In some cases, it is possible for agents to conduct carefully targeted searches that can locate
evidence without requiring a time-consuming manual search through unrelated materials that
may be commingled with criminal evidence.  In other cases, however, such techniques may
not yield the evidence described in the warrant because criminals can mislabel or hide files
and directories; encode communications to avoid using key words; attempt to delete files to
evade detection; or take other steps designed to frustrate law enforcement searches for
information.  These steps may require agents to conduct extensive searches such as scanning
areas of the disk not allocated to listed files, or opening every file and scanning its contents
to determine whether it falls within the scope of the warrant.  Thus, the search procedure for
the electronic data contained in the computers or operating software or memory devices,
computer hard drive and diskettes, is to be performed in a laboratory, or other controlled
environment, and may include searches through all electronic storage devices and areas.

4. WHEREFORE, affiant requests that a search warrant issue directing a search of the above

described place and seizure of the above described things.

______________________________
Affiant

Sworn to and Subscribed before me, the ___ day of ________, 201__.

_____________________________
________________  Judge
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